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ImageNow Security Administration

Updating User Access

Adding a User

This topic will show you how to add a user and grant him or her access to the system by adding
the user as a member of security groups.

Reminder: This document doesn't replace guidelines on data security and access. Please be

certain to follow all security and access policies set forth by the UMass Security Council and any
equivalent campus groups.

Procedure

Consider this scenario:
Your goal is to add a user to a group.
Key information:

Name: John Doe
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=+ ImageNow Management Console - UMass - 9913499¢
| File Help
Diagnostics « | || Diagnostics
B outof Office @
2 Server Information
2 Users

View technical information about ImageMow Server and the database configuration.

Step Action

Click the Users link.

Users
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< ImageNow Management Consele - UMass - 99134995
| File Help ‘

Diagnostics || [[user profies [security]

B outsfofice Search for users

2 sers|
N Users|

Action

The User Profiles tab provides you with access to add a user or update a user's
information (e.g., name, e-mail address).

Begin by searching to see if the user already exists in the system.

You may search by inputting the First Name, Last Name or the Name (EmplID).

Note: This search field is not case sensitive.

For this example, use the emplid.
Enter the desired information into the Search for users field.

Enter "98006473".

Note the Search for users dropdown arrow.

When you enter search criteria, the top results for that criteria will display in a
dropdown menu.

You can select one of these results or click search to see the full results in the
Select a user section.

Click the Search button.
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Step Action
8. No users were found in the search request.

Since the user doesn't already exist in the system, you will add him as a new user.

Click the New button.

9. Enter the user Name which is the Emplld into the New field.
Enter "98006473".
10. Use the Enter key to move out of the field.

Press [Enter].

<2+ ImageNow Management Console - UMass - 99134995 [=3[E=R/=
| File Help

Dignostics = || [[user Profis |Seauity]
B outof Office @

5
&

Search for users:
Users

98006473 -

Select a user:

MName Last Name First Name Status

98006473 Active

Isers:

< E'®m ¢ 1059pM

Step

Action

11.

Now that the user account has been created, add additional information that is
needed for the user to use his account.

Click the Modify... button.
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<% Tmagehlow Management Console - UMass - 99134995

Meodify User Profile - 98006473 J

]

P4 Personal Information| Identity I

& Contact Information -
B outofoffce User Narme: 98006473 |

Logging First Name:
! Digtsl D

Last Name:

Prefix: -

Suffix: -

External ID:

Title:

Organization:

Organization Unit:

Is Active

ma age... 1 11:00 PM

Step Action

12. Enter the user's first name into the First Name field.
Enter "John".
13. Enter the user's last name into the Last Name field.
Enter "Doe".
14. Enter the appropriate campus in the Organization field. This provides an easy

way for Administrators to identify users for which they are responsible.
Enter the desired information into the Organization field.

Enter "Boston".

15. Use the Organization Unit field to identify the user's department. This
information will help:

1. Campus Administrators troubleshoot

2. Security Administrators audit permissions.

Enter the desired information into the Organization Unit field.

Enter "Graduate Admissions".
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Step Action

16.
Click the Contact Information link.

Contact Information

2 ImageNow Management Console - UMass - 99134995

J_ Maodify User Profile - 98006473

ol

5 Personal Information
& Contact Information
B outofoffice g

Contact [

. Logging Mobile:
R Digital D

Fax:

Pager:

E-mail:

Location:

<E'w 6

Step Action

17. Use the E-mail field to enter the user's university email account. This will be used
within the system for sending notifications.

Enter the desired information into the E-mail field.

Enter "John.Doe@umb.edu".

18.
Click the OK button.
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< ImageNo
| File Help ‘

Management Console - UMass - 997134992

Dignostics = || [[user Profies |Seauiy]
B outof Office @

5
2 Users

Search for users:

98006473 -

Select a user:

MName Last Name First Name

A 2
@ Owner User Manager User

£ ImageNow ge... <F'® W0oeM

Step Action

19. Now that you have updated the user's contact information, add the security groups
that determine his access to the system.

Click the Security tab.
[ seaurity |
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<+ ImageNow Management Console - UMass - 99134995

| File Help |
Diagnostics || [ user Profies | Security |
B ouwtofofice Search for users:
2 Users I

- Search
Select a user:
Name Last Name First Name Status Modfy...

Promote

A 2
@ Owner User Manager User

<E'® Wi 10eM

Step Action

20. Enter the user's Name, which is the EmplID, into the Search for users field.

Enter "98006473".

Note: This field is not case sensitive.

21.
Click the Search button.
Search
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<+ ImageMow Management Console - UMass - 99134995
| File Help

Diagnostics User Prafiles | Security |

B outofoffice @

5
2 Users

Search for users:

98006473 - Search

Select a user:

j

MName Last Name First Name Status

98006473 Doe John Active Promote

A 2
@ Owner User Manager User

< E'w 6 1103eM

Step Action

22.
Click the Modify... button.
23. The Security Settings - Batch Users page displays individual user access to

batch. You will notice in the Security Settings menu that you can also view user
privileges. If a user's name is displayed on these pages, it is because they were
granted access at the Group Membership level. You should never edit any of the
individual permissions. All permissions are granted at the group membership
level.
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<3 ImageNow Management Console - Uass - 99134995
| File Help |

Diagnosti -

B outofor
2 b Batch Users -
2 Users fai] Eatch User: Users:

1 Document Type Privieges PP add...
B oraner Privieges

@ Global Privieges

) Process Privileges
W Project Privileges
7, Group Membership

FEH E

ok [ cancal ][ oy

< E'® ) 1103pM

Step Action

24. Click the Group Membership link.

Group Membership
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<% Imagehow Management Console - UMass - 99134995

| File Help ‘
Diagnestid  Security Settings - 98006473 E

B outoforf

2 Users " Batch Users Group Memberships:
- Document Type Privileges Mame Desaiption Add... E
B Draver Privieges
& Global Priviieges Remove )
& Process Privileges —
W Project Privileges pt= | ]

=X Group Membership|

] b

ok | [ caneel ][ apoly

< E'w ) 11.00pM

Step Action

25.
Click the Add... button.

26. Use the Search for groups field to enter the complete name of the security group.
Enter a portion of the security group name to display all groups which begin with
your query.

Note: This field is not case sensitive.
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«2% ImageNow Management Console - UMass - 99134995 [==E=]

| File Help
éﬁi
Select Users and Grouy
Diagnestiq  Security Settings - =

B outofor Groups

=
| [

2 “ Batch Users
2 Users =
& . Search fo :
" DocumentT: =arch for groups: kn
B oawer privi I - Search
Global Privie
¢ searchresuts: -
&) Process Privil
I Project Privid Group Name Description Add 5

2, Group Memby

Selected groups:

Group Name Description

<E'® W10pm

Step Action

217. As an example, enter umbga ev into the Search for groups field.

Enter "umbga ev".

28.
Click the Search button.

Search
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| File Help

<% Imagehlow Management Console - UMass - 99134995

Diagnosti
B outofor

5
2 users

Security Settings -

* Batch Users

Document T
B oawer privi
@ Global Priviie
&) Process Privil
W Project Privilg
2, Group Membs

Select Users and Groups
Groups
Search for groups:
umbga ev - Search
Search results:
Group Name Description Add
UMBGA Evaluators ~ Graduate Admissions ...

Selected groups:

Groups: 1

Group Name

Description

<E'® % woew

Step Action

29. In the Search results pane a list of the groups which match your query is
displayed. In this case there is only one matching group.

Click the Add button.

Highlight the appropriate Group Name in the Search results pane.

30. Since this user is part of multiple groups, you will search for the UMBGA
Workflow Supervisors group to add to the list of selected groups.

Note: You may search using wildcard characters "%" and "_", for example:
"0%Workflow" or "_Workflow".
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«2% ImageNow Management Console - UMass - 99134995 [==E=]

| File Help
| Select Users and Groups Z — —

Diagnestiq  Security Settings -

B outofor Groups

=
| [

2 " Batch Users
o, Users =
& . Search fo :
+ Document Ty e " groups fh
B oawer privi I - Search
Global Privie
¢ searchresuts: -
&) Process Privil

I ProjectPrivie Group Name Description Add

2, Group Memby UMBGA Evaluators  Graduate Admissions ..

i

Groups: 1
Selected groups:

Group Name Description Remove

UMBGA Evaluators

Graduate Admissions ...

<= Wi 1106rM

Step Action

31. Enter the desired information into the Search for groups field.

Enter "%Workflow",

32.
Click the Search button.
Search
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| File Help

<% Imagehow Management Console - UMass - 99134995

—
Diagnestiq  Security Settings -
B outofor

5 =
2 Users " Batch Users

© Document T
B oawer privi
@ Global Priviie
&) Process Privil
W Project Privilg
2, Group Membs

Select Users and Groups

Groups

Search for groups:

sWorkflow

UMDGA Workfiow. ..
UMLGA Workfiow. ..

Search results:
Group Name Description Add
UMBGA Workflow...

Selected groups:

Groups: 3

Group Name Description
UMBGA Evaluators  Graduate Admissions ...

Remove

E@
 El

| Remove |

w

<E'®m

W T107 PM

Action

Note how all groups containing "Workflow" are displayed in the Search results

pane.

Be certain to select the group applicable to your campus and department as
designated by the prefix "UMBGA" or in some cases "BGA" (for the Boston

campus).

Click the Add button.
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<% Imagehlow Management Console - UMass - 99134995

| File Help
Diagnostiq - Security Settings - : E

B outofor Groups

2 Users " Batch Users

 ocumentryl | Se3rch for groups: H
B oawer privi

Search
Global Privileg

0 Search results:

&) Process Privil

[ Project Privid Group Name Description Add

2, Group Membg UMBGA Workflow...

UMDGA Workfiow. .

UMLGA Workfiow...

P B

Groups: 3
Selected groups:

Group Name Description Remove

UMBGA Evaluators ~ Graduate Admissions ...

UMBGA Workflow...

) ]

<E'® W 107eM

Step Action

34. Click the OK button.
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<3 ImageNow Management Console - Uass - 99134995
| File Help |

Diagnestid  Security Settings - 98006473
B outofor
2 Users " Batch Users Group Memberships:

2

- Document Type Privileges Name Description [ add. |

B Orevier Privieges UMBGA Evaluators Graduate Admissions Office Evaluat
& Global Privileges UMBGA Workfiow Super...

() Process Privileges
W Project Privileges
7, Group Membership

il

| F

] b

ok | [ concel | [ appy ]

< E'w 6 1107PM

Step Action

35. Click the Apply button.

36.
Click the OK button.
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| File Help

<+ ImageNow Management Console - UMass - 99134095

Diagnostics -
B outofoffice @

2 sers|
P Users|

User Profiles | Security |

Search for users:

98006473

Select a user:

MName Last Name
98006473 Doe

First Name
John

Status
Active

o
& owneruser ?

Manager User

Isers:

Promote

<E'=

W T1:08 PM

Action

37. Congratulations! You have successfully added a user.

If you need any help feel free to contact the campus or central administrators.
End of Procedure.

Inactivating a User

When a user no longer should have access to the document imaging system you should inactivate
their account as part of the rolloff process.

Please note the distinction between inactivating a user which retains their history (important) and
deleting a user which wipes everything out. You should never be deleting a user from the system.

Procedure

Consider this scenario:
Your goal is to inactivate a user.

Key information:
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Emplid: 98006473

| File Help

% ImageNow Management Console - UMass - 99434385

Diagnostics
B outofoffice
sers

F]

Diagnostics

Server Informaticn

View technical information

about ImageNow Server an

d the database configuration.

Step Action

1.
Click the Users tree item.

2. Enter the user Name (Emplid) or first/last name into the Search for users field.
Enter "98006473".

3. When you enter search criteria, the top results for that criteria will display in a
dropdown menu.
You can select one of these results or click search to see the full results in the
Select a user section.

4.

Click the Search button.
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Step Action
5. Select the user from the list

Click the Modify... button.

6. Review the user's profile information to confirm you have the right user, including
the User Name (EmplID) and Organization (Campus).

7. You will remove the user's Active status by unchecking the Is Active checkbox.
Click the Is Active checkbox.

8.
Click the OK button.

9. Congratulations! You have successfully inactivated a user.

End of Procedure.

Changing Group Membership

You will need to update a user's security within the system when that user's role within the
organization changes. A user's security should reflect his or her responsibilities.

For example, if a user switches from a Graduate Admissions Evaluator to a Graduate Admissions
Director, his or her security within the system should reflect this change.

This topic demonstrates how to add and remove security groups from existing users.
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Procedure

Consider this scenario:

Your goal is to change a user's group membership.

<=+ ImageMow Management Console - UMass - 99134005
| File Help

Diagnostics | | [ Diagnostics
B outof Office @

5
2 users

Server Information
View technical information about ImageMow Server and the database configuration.

< E'= ¢ 10aem

Step Action

1. Begin by navigating to the Users page.

Click the Users link.

Users

2. The User Profiles tab provides you with access to add a user or update a user's
information (e.g., name, e-mail address).

3. In this topic, you will update the user's group membership, which is accessible
through the Security tab.

Page 21




Training Guide MProductivity
ImageNow_ Security Administration umass I Kit

<+ ImageNow Management Console - UMass - 99134005

| File Help ‘
Diagnostics <] | [User prafies |Security|
B outof Office @
Search for users:
2

Select a user:

MName Last Name First Name Status

A 2
@ Owner User Manager User

<= Wi10eM

Step Action

4.
Click the Security tab.
[seaurity |
5. Use the Search for users field to search for a user by his or her Name (EmpliD),

First Name, or Last Name.

Note: This search field is not case sensitive.
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<=+ ImageMow Management Console - UMass - 99134005
| File Help

Diagnostics User Prafiles | Security |

B outofoffice @

2 Users I

Search for users:

- Search

Select a user:

MName Last Name First Name

A 2
@ Owner User Manager User

n < E'w ) 11.00pM

Step Action

6. In this example, you will enter the user's Name (EmplID).
Enter the desired information into the Search for users field.

Enter "98006473".

7. Note the Search for users dropdown arrow.

When you enter search criteria, the top results for that criteria will display in a
dropdown menu.

You can select one of these results or click search to see the full results in the
Select a user section.

Click the Search button.
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<+ ImageMow Management Console - UMass - 99134005
| File Help

Diagnostics || [ user Profies | Security |
B outofoffice @
Users

5
“ 98006473 - Search

Select a user:

Search for users:

i

MName Last Name First Name Status

98006473 Doe John Active B

A 2
@ Owner User Manager User

< E'® ¢ioem

Step Action
9. The search results display in the Select a user box.
10. Ensure the appropriate search result is selected (highlighted in blue).
Click the Modify... button.
11. The Security Settings - Batch Users page displays individual user access to

batch. You will notice in the Security Settings menu that you can also view user
privileges. If a user's name is displayed on these pages, it is because they were
granted access at the Group Membership level. You should never edit any of the
individual permissions. All permissions are granted at the group membership
level.
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| File Help

% ImageNow Management Console - UMass - 99134005

-

© Document Type Privileges

B Draver Priviieges
@ Global Priviieges
&3 Process Privileges
W Project Privileges
i, Group Membership

m

B outoforf
5

2 users

Users:
UserName  Full Name
B0013002  Loretta Alexander
B0015691 Bryan Von Trent
80040227 Richard Nahas
80045064 Marion Alvarez
80045505 Mils Lundgren
80045752 Rita Genesse
80045802 Rebecca Birchwood
80059658  GeoffScola
80060054  Dolores Glezen
80062443 lsaac Bellveus
80086217 Jospeh MeKillop
80065424 Gertrude Henderson
80081169 Standish Hopewell
80100256 Caittyn Lanava
50140201 Xaiver Templeton

FH B

Apply

<E'=m

Step Action

12.

Click the Group Membership link.

Group Membership
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<3 ImageNow Management Console - Uhass - 99134008
| File Help |

: |
Diagnostiq  Security Settings - 98006473 (5]
B outoforf
2 — 3
2 Users = Batch Users Group Memberships: -
Document Type Privileges Name pesinton add
B oraver prvieges UMBGA Evaluators Graduate Admissions Office Evaluat
@ Global Privileges UMBGA Wiorkflow Superv... ey :]
&2 Process Privileges
W Project Privileges te

= Group Membership|

< E'= ¢ 0em

Step Action

13. In this example, let's remove the user from the UMBGA Evaluators group.

Click the UMBGA Evaluators list item.

| UMBGA Evaluators Graduate Admissions Office Evaluatl
14,
Click the Remove button.
15. Now let's add the user to the UMBGA Directors group.

Click the Add... button.
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<3 ImageNow Management Console - UMass - 99134005
| File Help |
—

Select Users and Groups
Diagnostd  Security Settings - =]
B outofor Groups
2 “ Batch Users
2 Users =
s Y Search for : H
B orawer priv I M Eencd
GobalPrive
e seachrests
&) Process Privil
I Project Privig Group Name Description Add te

i, Group Membs

Selected groups:

Group Name Description Remove

UMBGA Workflow...

& ImageNow ge... <= W) 11eM

Step Action

16. Enter the desired information into the Search for groups field.

Enter "umbga director”.

17.
Click the Search button.

18.
Click the Add button.

19.
Click the OK button.

]
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<% ImageNow Management Console - UMass - 99134005

| File Help ‘
Diagnestid  Security Settings - 98006473 E
B outofor
2 Users " Batch Users Group Memberships:

| Document Type Privileges
Bl orenerrvieges UMBGA Directars Graduate Admissions Office Directol
& Giobsl Privieges UMBGA Wiarkflow Superv...
(2 Process Privileges
W Project Privileges pt= | ]
i, Group Membership

Name Desaription Add... E
-

< E'®m ¢ M

Step Action

Click the Apply button.

21.
Click the OK button.
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<+ ImageMow Management Console - UMass - 99134005
| File Help

Diagnostics User Prafiles | Security |

B outofoffice @

Search for users
2 Users

“ 28006473 - Search
Select a user:
Name Last Name First Name Status Modfy...

98006473 Doe John Active Promote

a Users: 1

-
@ Owner User Manager User

& ImageNow ge... <= Wi 112eM

Step Action

22. Congratulations! You have successfully changed a user's group membership.
End of Procedure.

Expiring a Digital Signature Password

When a user can no longer sign documents due to forgetting their digital signature password, you
can reset it using the procedure outlined here.
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Procedure

Consider this scenario:

Your goal is to expire a digital signature password.

< ImageNow Management Console - UMass - ULOWT733
| File Help

Diagnostics - Diagnostics
B outofoffice [

Users

5 Server Information
= View technical information about ImageNow Server and the database configuration.

< E'® 1120 pM

Step Action

1.
Click the Users link.
2. Use the Search for users field to search for a user by his or her Name (EmpliD),

First Name, or Last Name.

Note: This search field is not case sensitive.
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< ImageNow Management Console - UMass - ULOWT733
| File  Help

Diagnostics || [ user Profies | security]
.! E:;:mmm e
h ! - Search
Select a user:
Name Last Name First Name Status New

Rename
Copy...

Modify...

Delete

-
@ Owner User 2 Manager User

< E'w ) 1120PM

Step Action

3. You can enter partial search criteria, such as the first three letters of a user's Last
Name or the first few numbers of a user's Name (EmplID).

In this example, you will search on the first four numbers of the user's Name.
Enter the desired information into the Search for users field.

Enter "9999",

4. Note the Search for users dropdown arrow.

When you enter search criteria, the top results for that criteria will display in a
dropdown menu.

You can select one of these results or click search to see the full results in the
Select a user section.

Click the Search button.
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<+ ImageNow Management Console - UMass - 99134005 (= ===
| File  Help |

Diagnostics - User Profiles | security
B outefoffice [

o
s, Users
& 9999 -

Search for users:

Select a user:

Name Last Name First Name Status
99992001 Benson Roy Active
59892514 Active

Graham Trisha

Users: 2

-
@ Owner User 2 Manager User

\ & ImageNow Manage... <E'® ¢ 111em

Step Action

6. Your search results display in the Select a user section.

If your search retrieves a large amount of search results, you may want to refine
your search criteria either by searching on the user's Last Name or the full Name
(EmplID).

Ensure the appropriate search result is selected (highlighted in blue).

Click the Modify... button.

9. Review the user's profile information to confirm you have the right user, including
the User Name (EmplID) and Organization (Campus).

Page 32




%/4Productivity

umass I Kit

Training Guide

ImageNow_ Security Administration

42 ImageNow Management Console - UMass - 99134005

.

F-Y Personal Information

Identity

& Contact Information
B outofoffice

"] Logging First Name:
# Digital D

User Mame:

Last Name:

Prefix:

Suffise:

External ID:

Miscelansous:

| s9992001

Roy

Benson

Title:

Organization:

Organization Unit:

Boston

Graduate Admissions

Is Active

<= W1zem

Action

Click the Digital ID tree item.
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42 ImageNow Management Console - UMass - 99134005

J_ Moedify User Profile - 99992001
£

& Personal Information
& Contact Information

Digital ID M

<o ADigital ID is necessary to be able to apply a Digital Signature. Different actions can
[ outofoffice be performed on a Digital 1D that will affect Digital Signature capabilities.

| Loggin
gl Valid From Valid To Bxpire. ..
[ ¥ Digital 1D -
&5 s/s5/2010 8/5/2011

& ImageMow Manage... <E'® Wiunzaem

Step

Action

11.

Click the current Digital ID on the list.

12.

Click the Expire... button.
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4% ImageNaw Management Cansale - UMass - 99134005
! Modify User Profile - 99992001 =] J

& Personal Information
& Contact Information

o |

Digital ID M

P, A Digital ID is necessary to be able to apply a Digital Signature. Different actions can
[ outofoffice be performed on a Digital 1D that will affect Digital Signature capabilities.
Loggin
| fosam vaiid From vaiid To Expire...
# Digital D
& /52010 8/5/2011
Expire Digital ID

Select a date and reason for expiring this Digital ID. An expired
Digital ID cannot be used to digitally sign documents.

Date: 132010 o

Reason: [ User's signing password was reset. -]

: < 'm0 1121PM

Action

The Date field is used to determine when the digital signature will expire.
Typically you will leave this as the default (the current day) to have it expire
immediately.

14.

Click the Reason list.
[User's signing password was reset, v]

15.

Use the Reason field to identify the reason for resetting the user's password.
There are four reasons from which you can select:

1. User is no longer an employee.

2. User was mistakenly granted the sign privilege.

3. User's Digital ID was compromised.

4. User's signing password was reset.

When you expire a password, always select option 4: User’s signing password
was reset.

16.

Click the User's signing password was reset. list item.

17.

Click the OK button.
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& Personal Information

& Contact Information
<o ADigital ID is necessary to be able to apply a Digital Signature. Different actions can
[ outofoffice be performed on a Digital 1D that will affect Digital Signature capabilities.
| Logging

Digital ID M

valid From Valid To Expire...
# Digital D
& 8/5/2010 8/132010

£ TmageNow Manage...

Step Action

18. Note: An explanation mark now displays next to the digital signature. This
explanation mark indicates that the password has expired.

19.
Click the OK button.

20. Congratulations! You have successfully expired a digital signature password.

End of Procedure.
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